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ONPEAENEHUA

B HacToAlem AOKYMEHTE UCNOAL3YIOTCA CAeAYIoLIMe TEPMUHLI M UX ONPEAENEHNA.

ABTOMATU3IUPOBAHHAA CUCTEMA — CUCTEMA, COCTOALLAA U3 NEPCOHANA M KOMNAEKCa CPeACcTB aBTo-
MaTM3aUMKN ero AeATeNbHOCTH, Peanusyiowan MHGOPMaLMOHHYIO TEXHONOMMIO BLINOAHEHWA YCTaHOBAEH-
HbIX PYHKLMA.

AyTeHTMUKALMA OTNPaBUTENA AAHHLIX — NOATBEPKACHWUE TOro, YTO OTNPABUTENb MONYYEHHbIX
AAHHBIX COOTBETCTBYET 3aABAEHHOMY.

6€30NacHOCTb NEePCOHANbHLIX AAHHbIX — COCTOAHUE 3aWMWEHHOCTM MEePCOHANbHLIX AAHHBIX, Xa-
paktepuayemoe cnocoBHOCTBI NOAb30BaTENEN, TEXHUYECKUX CPEeACTB U UHGOPMALMUOHHBIX TEXHONOTUIA
obecneunte KOHPUAECHUMANBHOCTD, LENOCTHOCTL M AOCTYNHOCTL NEPCOHANbHBIX AaHHBIX TPY uX obpaboTke
B HPOPMALMOHHBIX CUCTEMAX NEPCOHANLHBIX AaHHbIX,

BUOMeTpUHECKMEe MEePCOHANbHbIE OAaHHbIe — CBEeAEHUA, KOTOPbIE XapakTepusyioT ¢usnonoruye-
CKUe O0COBEHHOCTU YEAOBEKA U HA OCHOBE KOTOPGLIX MOMHO YCTAaHOBWUTL €r0 /IMMHOCTb, BKAKOYAA PpoTorpa-
dun, otnevatkn nanbues, 0b6pa3 ceTUaTKM raasa, 0COBEHHOCTU CTPOEHUA Tena v ApYryio NogobHylo ux-
dbopmaumio.

BAOKMPOBaHME NEepCcoHaNbHbIX AAHHBLIX — BPEMEHHOE npekpaleHne cbopa, cuctemarnsaumu, Ha-
KONAGHWA, UCMONL30BAHMA, PACNPOCTPAHEHMA, MEPCOHANBHBIX JaHHBIX, B TOM YMC/E UX Nepeaaun.

Bupyc (KOMNbIOTEPHDbIM, NPOrPamMmmMHbBIA) — UCNOAHAGMBIA NPOrPAMMHbBII KOO, UAN WHTEPNpeTu-
pyemblii Habop MHCTPYKuMit, 0Bnagaowmii CBONCTBAMU HECAHKUMOHUPOBAHHOFO pPacnpocTpaHeHnna u ca-
moBocnpousseaeHua. CosaaHHble AyBanKaTel KOMMbIOTEPHOrO BMPYCa He BCerja coBNagaloT C OpPUFKHA-
NIOM, HO COXPAHAIOT CNOCOBHOCTb K AaNbHeRWEeMY PacNpPOCTPAHEHWIO M CAMOBOCNPOU3BEAEHNIO.

BpeaoHOCHana Nporpamma — nporpamma, NpeaHasHayeHHan ana ocylecTBAeHUA HEeCAHKLLMOHNPO-
BaHHOIC A,0CTYNA U (MNM) BO3AENCTBMA Ha NEPCOHANbHLIE AAaHHLIE UK PecYpcbl MHPOPMALUOHHONW CUCTe-
Mbl MEPCOHANbHBIX AaHHBIX.

BcnomoratesibHbie TeXHUYECKME CpeacTBa M CUCTeMbl — TEXHUYeCKWe CPeactBa W cucTemb!, He
npeagHasHaueHHble Ana nepeaadun, 0b6paboTku U XpaHeHUs NEePCOHaNbHbLIX AaHHbIX, YCTaHAB/WBaEMble CO-
BMECTHO C TEXHUHECKMMU CPeACTBamMMu U CUCTEMAaMK, NpeaHaszHaueHHbIMKY ANA 06paboTku NepcoHanbHbIX
[AaHHbBIX MK B NOMELLEHUNAX, B KOTOPbIX YCTAHOB/EHbI MHPOPMALMOHHBIE CUCTEMbI NEPCOHANBHDBIX AAHHbBIX.

JlocTyn 8 onepauMoHHYIo cpedy KomnbioTepa (MHGOPMAUMOHHOM CUCTEMBI NEPCOHANBHBLIX AaHHbIX) —
[IOAYYEHNE BO3MOMHOCTU 3aNyCKa Ha BbINO/IHEHME LUTATHBIX KOMaH/, GYHKUMIA, Npoueayp onepaumoHHON cucTe-
Mbl (YHMUTOKEHMA, KOMMPOBAHMA, NEPEMELLIEHUA U T.N.), UCNONHAEMBIX GaiNOB NPUKNAAHDBIX NPOTPaMM.

Aocryn K HPOPMALIMK — BO3MOIKHOCTb NOAYHEHNA MHPOPMALIMK 1 ee CNOb30BaHNA.

3aKnaJ0MHOE YCTPOMCTBO — 3/1eMEHT CPEACTBA Chema MHGOPMaLMK, CKPBITHO BHeapReMblii {3aKknaabiaae-

Mblii MM BHOCUMBIi) B MECTa BO3MOMXHOIO Cbema MHGOPMaLMK (B TOM YKCAE B OTPaKAEHHUE, KOHCTPYKUMIO, 060-
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PYA0BaHWE, NPEAMETLI MHTEPbEPA, TPAHCNOPTHbLIE CPRACTBA, a TAKKE B TEXHUUECKWE CPEACTBA M cucTembl oBpa-
60TkM MHPOpMaLUK),

3awmwaemas MHpopMaLma — HPGOPMALIMA, ABASIOLLAACA NPEAMETOM COBCTBEHHOCTH M NoANekKaLLaR 3a-
LUTE B COOTBETCTBMM C TpeDOBaHUAMM NPaBOBbLIX AOKYMEHTOB WK TPeGOBaHUAMM, YCTaHABAMBAEMbIMIU COBCTBEH-
HUKOM MHGOPMAELMN.

MaeHtndnkauma — npucsoeHune cybbektam u obbektam aocryna naeHmdmkatopa u (Mnn) cpasHeHue
NPeAbLABAAEMOro NaeHTUPUKATOpa € NepeyHem NPUCBOEHHbIX MAEHTUPUKATOPOB.

NHGOPMaTUBHDII CUrHAN — SNEKTPUUECKME CUTHANbI, AKYCTUMECKUE, 31EKTPOMArHUTHBIE U Apyrve dunye-
CKWE No.nA, No MapameTpam KOTOPbIX MOMKET ObITb packpbiTa KoHGMAeHUManbHan nHpopmaLma (nepcoHansHble AaH-
Hble) oBbpabartbiBaemasn B UHPOPMALMOHHONW CUCTEME NEPCOHAALHBIX AaHHbIX.

MHpopmaLUOHHAA cucTema nepcoHanbHbIX AaHHbIX (MCNAH) — wHpopMauMoHHAA CUCTEMA,
npeacTaBnAowan cobol COBOKYMHOCTb NEPCOHaNbHbIX AaHHbIX, coaepalumxca B 6ase gaHHbIX, a TakKe
UHPOPMALMOHHBIX TEXHOMOIMA M TEXHUYECKMX CPEACTB, MO3BOAAIOLMX OCYLUECTBAATL 06paboTKy Takmx
NepcoHanbHLIX AAaHHLIX C WMCNOAb30OBaHMEM CPeACTs asTomMaTh3auun unm 6e3 UCNoNbL3OBaHWMA TaKUX
cpeacTs.

NHPOopMaUMOHHBIE TEXHONOMM — NPOLECCH, METOABE NoucKa, cbopa, xpavenun, 0bpaboTku, npegocTasne-
HWA, PAcNpOCTpaHeHKA MHOOPMALMKM U CNOCODLI OCYLLLECTBAEHUA TakMX NPOLLECCOB U METOADB.

Mcnonb3osaHne NepcoHaNbHbIX 4aHHbIX — AeicTBUA (Oonepauum) ¢ NeEPCOHANbHBIMW SaHHBIMK, CO-
BEpLIAEMbIE ONEPaTOPOM B LENAX NPUHATUS PELLEHWNI NN COBEPLUEHWA UHbLIX AEWCTBUIA, NOPOHKAALWINX
fopUAMHEcKUe NOCAEACTBUA B OTHOWEHUU CyBbeKTa NepcoHabHbIX AAHHBIX UAWU APYruX Aul, AnBo WHBIM
o6pa3om 3aTparmsaroWmx Npasa U csoboabl CybbeKTa NepcoHanbHbIX AAHHLIX WK APYINX AL,

Mcrounmk yrpo3sbl 6e30nacHOCTU MHGOpMaLMKM — CYOBEKT A0CTYNa, MaTeprantHeid 06BeKT nan prsuyeckoe
ABNEHWe, ABNAOLLIMECA NPUUMHO BOSHUKHOBEHMA yrpo3bl 6He30nacHocTn uHdopmauun,

KonTponupyeman 30Ha — nNpOCTPaHCTBO (TEPPUTOPUA, 34aHWE, YacTh 34aHUA, NOMELLIEHUE), B KOTOPOM MUC-
KANIQYEHO HEKOHTPOAMpYemoe NpebblBaHne NOCTOPOHHUX ML, A TaKMHKe TPAHCNOPTHLIX, TEXHUHECKUX W UHBIX MaTe-
PUanbHLIX CPeacTs.

KoxduaeHUMaNLHOCTL NepcoHanbHbIX AaHHbIX — 0bA3aTensHoe gns cobniogeHns onepatopom MAKM MHBIM
MONYYMBLIMM AOCTYN K NEPCOHANbHbIM AaHHBIM AMLOM TpeBoBaHWe He A0NYCKaThb UX pacnpocTpaHeHne bes corna-
CWA cyBbeKTa NePCOHANLHBIX AaHHBIX UAW HAIMYMA MHOTO 3aKOHHOIO OCHOBAHMA.

MexceTeBoid 3KpPaH— NOKaNbHOE (OAHOKOMNOHEHTHOE) uan PyHKUMOHaNbHO-pacnpeaeneHHoe npo-
rpammHoe (NporpammHO-annapaTHoe) CPeacTBo (KOMIMJIEKC), peanvsylollee KOHTPONb 3a WHhopmaumnen, nocry-
NatoWEen B MHPOPMALMOHHYKD CUCTEMY NEPCOHANbHbIX AAHHBIX U (MAW) BbIXOAAWEN 13 MHPOPMALIMOHHOM cucTe-
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Hapywurens 6esonacHocT nepcoHanbHbIX AaHHBIX — GUIUYECKOE ANLD, CAYIAIHO UAN NPEaHAMEePEHHO
COBEPLIAIOLIEE AEUCTBUA, CNEACTBUEM KOTOPBIX ABNAETCH HapyweHue 6e30NacHOCTU NEPCOHANBHBIX JAHHBIX NP UX
06paboTre TEeXHMYECKUMM CPEACTBAMMN B UHGOPMALMOHHBIX CMCTEMAX NEPCOHANBHBIX AAHHBIX.

HeaBToMaTU3UpOBaHHan 06paboTKa NepcoHanbHLIX AAHHLIX — 0O6paboTKa NepcoHanbHbIX AaH-
HbIX, COAEPXKAWMXCA B MHGOPMALMOHHON cUCTEME NEPCOHANbHBIX AaHHbIX AMBO U3BAEYEHHbIX M3 TaKOM
CUCTEMbI, CHUTIETCA OCYWECTBNEHHOW Oe3 WCNo/L30BaHWA cpeacTB aBTOMaTM3auuu (HeaBTOMaTUIUPO-
BaHHOW), ecn Takue AeWCTBUA C NMEePCOHANbHBLIMU A3HHLIMM, KaK UCNONb30BaHWe, YTOYHEeHWe, pacnpo-
CTPAHEHUE, YHUHTOMEHWE MNEepCoHaA/bHBLIX AAaHHBIX B OTHOWEHUM Ka)Kaoro ui cybbekToB nepcoHanbHbIx
A2HHBIX, OCYWECTBAAIOTCA NPU HenocpeacTBeHHOM y4acTMn Yenoseka.

HeaexnapvposaHHbie BO3MOXHOCTH — GYHKUMOHANbHBIE BO3MOMHOCTU CPEACTB BbIMUC/IUTENBLHOW TEXHU-
KW, HE ONUCAHHBIE WU He COOTBETCTBYIOWME ONMCAaHHBIM B AA0KYMEHTAUMU, NMPU UCNO/IB30BaHMKM KOTOPbIX BO3MOM-
HO HapyweHue KoOHPUAEHUMaNbHOCTH, AOCTYNHOCTU MK LEADCTHOCTU OBpabatsiBaemoit nHpopmaumn.

HecaHKUMOHMPOBaHHDIA A0CTYN (HECAHKUMOHUPOBaHHbLIE ASHCTBUA) — A0CTYN K MHGOPMALMK UM SeiCT-
BMA ¢ MHPOPMaAUYEN, HAaPYLIAIOWME NPABUAA PA3TPaHUYEHWA SOCTYNA € MCNO/Ib30BaHWEM LITATHLIX CPeacTs, npe-
AOCTaB/AEMBIX UHPOPMAUMOHHBIMW CUCTEMAMM NEPCOHANBHBIX JAHHbIX.

Hocurenb MHGopmaumm — PUIUUECKOE TULO MNK MATEPU/bHBIN 0DBEKT, B TOM Yrcne GusnHeckoe none, B
KOTOPOM UHGOPMALMA HAXOAMT CBOE OTPAXKEHWE B BUAE CUMBONOB, 0DPA30B, CUrHAN0B, TEXHUYECKUX PeLteHid 1
NPOLECCOB, KOAMYECTBEHHbIX XapPaKTEePUCTUK GUINYECKUX BENUMH.

0Ob6e3nnunBaHNE NEPCOHANDBHBIX AAHHbIX — AEWCTBMA, B pe3yabTaTe KOTOPbLIX HEBO3MOMHO onpe-
AENUTb IPUHAANENRHOCTL NEPCOHANbHbIX AAHHLIX KOHKPETHOMY CyOBEKTY NepCoHanbHbIX AAHHDIX.

O6paborka nepcoHanbHbIX AAHHBIX — ALHCTBMA (ONepaLK) ¢ NEPCOHANbHBIMM AaHHbIMM, BKAOYan cbop,
CUCTEMATU3ALLMIO, HAKOTI/IEHWE, XPaHEHWE, yTouHeHWe (0BHOBNEHWE, U3MEHEHWE), NCNONb30BaHUE, pacnpocTpaHe-
HMe (B TOM YUCAEe Nepeaady), obeznnunsaHune, BAOKMPOBAHNE, YHUUTOMEHUE NEPCOHANbHBIX AaHHbIX.

Ob6WweaoCTYNHBbIE NEePCOHANbHbLIE AAHHbIE — NEpPCOHaNbHbIE AaHHbIe, AOCTYN HEOrPaHWYEHHOTO
KPYra /My, K KOTOPbIM MPeA0CTasAeH ¢ Cornacna cybbekTa NepcoHanbHbIX AaHHbIX WK Ha KOTOpbIe B COOT-
BETCTSUM C pesepanbHbIMK 3aKOHAMU He pacnpoctpaHnaeTtcs Tpebosanue cobniogeHua koHduaeHumnans-
HOCTH.

Onepatop (nepcoHanbHbIX 4aHHDbIX) — rOCYAAPCTBEHHbIA OpraH, MyHUUWNAaAbHBIA OpraH, ipuauyecKoe
UK GU3MHECKOR UL, OPraHn3yIoLee 1 (uan) ocywecteaswee 06paboTKy NEPCOHANbHBIX AGHHBIX, @ TAKKE Or-
peaenaowme uenu U coaepaHne obpaboTKU NepCoHaNbHbBIX AaHHbIX.

TexHuueckue cpeacTBa MHGOPMALMOHHON CUCTEMbBI NEPCOHANBLHLIX AAHHBIX — CREACTBA BLIMMCAUTEND-
HOMN TEXHUKM, UHGOPMALIMOHHO-BLIYMCAUTENLHLIE KOMIIEKCHI W CTH, CPEACTBA M CUCTEMDI Nepeaayum, npuema u ob-
pabotkn NAH (cpeacTBa u cucTembl 3BYKO3ANUCK, 3BYKOYCU/IEHWUA, 3BYKOBOCAPOM3BEAEHWA, NEePeroBopHbie 1 Tene-

BU3MOHHBIE YCTPOICTBA, CPeACTBa U3FCTOBACHNA, TUPAXKMPOBaHUA JOKYMEHTOB 1 Apyrie TEXHUIECKHe CpeacTsa 0b-
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paBoTku peuesoil, rpadmueckol, BuAEo- n BykBeHHO-LdPOBOIT UHOOPMALMM), NPOrPaMMHbIe cpeacTBa (onepaun-
OHHble CUCTEMbI, CUCTEMbI YNPaBneHna Basamu AaHHBIX W T.N.), CPEACTBA 33WMTL! MHGOPMALIMK, NPUMEHAEMBIE B
UHGOPMALIMOHHBIX CHCTEMAX.

Nepexsar (uHpopmaunn) — HenpasomepHoe NONYyYeHKE UHPOPMALMU € UCTIONB3OBAHNEM TEXHMU-
4ECKOro CpeacTsa, OCYWECTBAAIOWErO 06HapyReHne, npuem n 06paboTKy MHGOPMaATHBHDIX CUFHANOB.

flepcoHanbHble gaHHble — nobas WHPOPMaUWA, OTHOCALLAACA K OnpeaeneHHOMY MAW onpeaense-
MOMY Ha OCHOBaHWUM TAaKoM UHPOPMAUUK PUBHUYECKOMY ALY (CYOBEKTY NepCcoHanbHLIX AaHHbIX), B TOM
yncne ero Gamuama, UMA, OTYECTBO, TOA, MECAL, AaTa U MECTO POXAEHNA, aapec, cemeiiHoe, CoUMantHoe,
UMYLLECTBEHHOE RoAOXEHUe, obpa3oBaHue, npodeccus, A0X0Abl, Apyraa uHGopmauma.

Mo6ouHbIE INEKTPOMArHUTHBIE U3AYUYEHUA U HABOAKU — 3/N1EKTPOMArHUTHbIE U3AYYEHUR TexHuue-
CKuX cpepcTs obpaboTin 3awmuiaemoin nHPOPMaLMK, BOSHUKaIOWME Kak NoBoyHoe AaBNeHUe U Bbi3BaHHbIE
3NEKTPUHECKUMU CUTHANAMU, AEHCTBYIOWMMU B UX INEKTPUYECKUX M MArHUTHBIX LENAX, 3 TaKXKe INEKTPO-
MarH1UTHblE HaBOAKWN 3TUX CUTHANOB Ha TOKOMPOBOAALUNE IMHUWN, KOHCTPYKLMU N LLENM NUTAHUA.

MONNTUKA KYUCTOrO CTOAA» — KOMTMAEKC OPraHM3auUOHHbIX MEPONPUATHIA, KOHTPOANPYIOWKX OT-
CYTCTBME 3anUCLIBAHUA Ha BymarKHble HOCUTENN KAKoUei M aTpubyToB AoCTyNa (Nnaponei) u xpaHeHua ux
86Au3n 0bBEKTOB aoCcTYNA.

Nonb3oBatenb MHGOPMALMOHHOW CUCTEMbDI TEPCOHANbHBLIX AAHHbIX— AWUO, y4acTeylollee B
GYHKUMOHUPOBAHUM UHPOPMALMOHHOM CUCTEMBI NEPCOHA/bHLIX AAaHHbIX AN UCNONL3YIOWEe pe3ynbTaTbl
ee PYHKUMOHMPOBAHUA.

Mpaeuna pasrpaHUYEHUA [0CTYNA — COBOKYNHOCTE NPaBwi, pPernameHTUpylowmx npaea [oCTyna
cybbekToB AocTyna Kk 06bekTam gocTyna.

MporpammHan 3aKAagKa — KoA NPOFPamMbl, NMPEAHAMEPEHHO BHECEHHBIM B NPOrpammy € Uenbto
OCYILECTBUTL YTEUKY, U3MEHNTL, BAOKUPOBaTb, YHUUTOXUTE MHPOPMAUUIO AN YHUUTOXRUTL 1 mogudurum-
posaTb nporpammuoe obecneveHne MHPOPMALMOHHON CUCTEMBI NEPCOHANBHBIX A3HHBIX Y (Unn) Groku-
POEaTL annapatHbie CpencTea.

MporpammHoe (NporpammHO-MaTEMaTHUECKOE) BO3AeUCTBUE — HECAHKUMOHMPOBAHHOE BO3Aeit-
CTBME HA PECYPCbl aBTOMATM3MPOBAHHON MHGOPMALMOHHOW CUCTEMDI, OCYLLECTBAAEMOE C UCMOAb30BaHN-
em BpeaoHOCHbIX NPOTpamm.

PacKpbiTMe NepCoHaNbHLIX AAHHBLIX — YMbIWASHHOE WA CAYy4aiiHOe HapylueHWe KoHduaeHumanb-
HOCTU NEePCOHANbHbIX AAHHDIX.

PacnpocTpaHeH1e NepcoHanbHbIX AAHHBIX — AEUCTBUA, HAaNPaBAEHHbIe HA nepejadyy RepcoHanb-
HbIX AAHHBIX ONpPeaeneHHOMY KPYry vl (nepeaada NepcoHanbHbIX AaHHbIX) AW HA O3HAKOMANEHKE C nep-

COHaNbHbIMKY AaHHbLIMWU HEOTPAaHUYEHHOTO Kpyra Anl, B TOM YHUCAe OGHBDO,D,OBBHVIE NEePCOHANLHLIX OaH-



HbIX B CPEACTBAX MAacCOBOM MHPOPMALUK, pasmelteHne B MHPOPMALMOHHO-TEIEKOMMYHUKALNOKHBIX Ce-
TAX AW NPeAOCTaBASHME AOCTYNA K NePCOHANbHBIM AaHHbIM KaKMm-a1Mbo UHbIM cnocobom.

Pecypc MHOOPMAaUMOHHOW CUCTEMbI — UMEHOBAHHDBIM 31@MEHT CUCTEMHOTO, MPUKAAAHOTO UAK an-
napaTHoro obecnevyenna GyHKUMOHNPOBAHNA UHPOPMALMOHHON CUCTEMBI.

CneumanbHble KaTeropum NepCcoHaNbHbLIX AAHHBLIX — NEPCOHANLHBIE AAHHLIE, KAacaloWHWeca paco-
BOW, HaUMOHANbHOW NPUHAANEKHOCTH, MOAUTUMECKUX B3MNRA0B, PEAUIMO3HLIX uan ¢nnocodeknx yoex-
AEHWN, COCTOAHWUA 34,00P0BbA U MHTUMHOMW XU3HU CYBbEeKTa NepcoHanbHbIX AAaHHbIX.

Cpepcrea BbIMUCAUTENLHOM TEXHUKW — COBOKYNHOCTb NMPOrPaMMHbBIX U TEXHUUECKUX SNEMEHTOB cucTem ob-
paboTku AaHHbIX, CNOCOBHBIX HYHKUMOHWMPOBATL CAMOCTOATENALHO UAW B COCTABE OPYIUX CUCTEM.

Cybvekt gocryna (cybbeKT)— Aavuo unm npouece, AeUCTBMA KOTOPOTO PEramMeHTURYITCA NpaBuaamu
pasrpaHuyeHuna aoctyna.

TexHUIeCKMiA KaHan yTeukn MHGOPMaLMM — COBOKYNHOCTb HOCUTENs MHopmaumnn (cpeactsa obpaboTiu),
duanieckoit cpegpl pacnpocTpaHelna MHGOPMATUBHOIO CUTHANA U CPeACTs, KoTopeiMin A06biBaeTcA 3alumwaeman
HHOOPMALMA.

TpaHcrpaHuuHan nepegava NepPCcoHabHBIX AaHHbLIX — Nepejada NepcoHaNbHbIX AaHHbIX onepaTo-
pom yepe3 MocyaapcTBeHRyIo rpanuLy Poccuiickoin Penepaumnmn opraHy BAACTU MHOCTPAHHOIMO rocygapceT-
Ba, PUIUYECKOMY UK I0PUAUHECKOMY AULLY MHOCTPAHHOTO rOCYAAPCTBA.

Yrpo3wl 6030nNacHOCTY NEPCOHANLHBIX AAHHBIX — COBOKYNHOCTb YCNOBUIA U (aKTOPOB, CO3AAOWMX ONac-
HOCTb HECAHKLIMOHUPOBAHHOTO, B TOM YMCNE C/IYMAHOFO, AOCTYNA K NEPCOHA/IbHLIM AAHHBIM, PE3YNBTAaTOM KOTOPO-
O MOMET CTaTh YHUUTOMEHUE, M3MeHeHWe, BAOKUPOBaHNE, KONVPOBaHWE, PACcNPOCTPAHEHWUE NEPCOHANbHBLIX AaH-
HBIX, @ TAKKE UHBIX HECAHKLMOHUPOBAHHBIX ASHCTBWIA Npu ux obpaboTke B MHGOPMAUWOHHON cUCTEME NePCoHab-
HbIX AAHHBIX.

YHWUTOXEHUE NEPCOHANBHBIX A3HHBIX — AEWCTBUA, B Pe3ybTaTe KOTOPbIX HEBO3MOMKHO BOCCTAHOBUTL CO-
AEPKaHNE NepPCOHaNbHBIX aHHbIX B MHHOPMALMOHHON CUCTEME NMEPCOHA/bHLIX AaHHBIX MU B Pe3ynbTaTe KOTOPbIX
YHUUTOXKAKOTCA MaTepUanbHble HOCUTENU NePCOHabHbIX AAHHbIX.

Yreuka (3awmuiaemoit) vHGOpMaLMKM NO TEXHWYSCKMM KaHanam — HEKOHTPO/IMPYEMOE pacnpocTpaHeHune
nupopmauMiv OT HOCUTENA 3ALUMLLLAEMOI MHPOPMaUMK Yepes PUMYECKYIO Cpeay AD TEXHWUUYECKOTO CPeaCTBa, ocy-
LLECTBARIOWEro nepexBaTt MHbopmaumu.

YupexaeHue — yupexaeHun 34paBooOXpaHenns, CounanbHomn cepsl, Tpyaa U 3aHATOCTH.

YA3IBMMOCTb — CN1a60CTb B CPEACTBAX 3aLMTbl, KOTOPYIO MOMHO WUCNO/bL30BaTh A4NA HAPYLEHWA CUCTEMDI
WU COAEPHALLENCA B HEll MHDOPMaLIMK.

LienoctHocTb MHbOopMaLmm — cnocobHOCTL CPEACTBA BLIMUCANTE/IBHOM TEXHUKN MU aBTOMATU3MPOBAHHON
cncTembl obecneunBaTh HEM3IMEHHOCTb MHPOPMaLMK B YCNOBUAX CAYHAUHOTO U/UAK NpeaHaMepeHHOTO UCKaXKeHNUs

{(pa3zpyienun).



OGO3HAYEHWA U COKPALLEHMA
ABC — aHTMBUPYCHLIE CpeacTBa
APM —aBTOMaTHN3UPOBaHHOE pabovee mecTo
BTCC — BcnomoratenibHele TEXHUHECKUe CPeCTBa i CUCTEMbI
NCNAH — uHdpopmauMOHHanA CUCTEMA NEPCOHANbHBIX JAHHbIX
K3 — KoHTpOAMpPYEeman 30Ha
JIBC — nokanbHan BbIMUCAUTENLHAA CETL
M3 — meKceTeBOM IKpaH
HCA — HecaHKUMOHWPOBAHHLIA [OCTYN
OC — onepauyMoOHHan CMCTEMA
MAH — nepcoHanbHbIe gaHHbIE
NMB — NnporpammHO-MaTemMaTU4ecKoe Bo3encTeue
O — nporpammHoe obecneueHne
N3MH — nobouHbIe 3AEKTPOMArHUTHBLIE N3/TYYEHUA W HABOOKM
CA3 — cuctema aHanKn3a 3alULLEHHOCTH
C3U — cpeacrsa 3awmTsl MHGOPMaLUK
C3NAH — cuctema (nogeuctema) 3aMThl NEPCOHANBHBIX AAHHbIX
COB — cucrema o6HapYXEHNA BTOPKEHMHA
TKY M — TeXHU4ECKME KaHAAbl YTEUKU UHDOPMaUmK

YBINAH — yrpoabl H€30NacHOCTN NEPCOHANbHBLIX AAHHbIX



BBE/JEHUE
Hactoawan Moautuka nudopmaymoHHon 6esonacHocTn (panee — MNonuTuka) MuHucTepcTea o6wero 1
npogeccnoranbHoro 06pasosanua PocToBckoil o6sacTn (aanee - MUHUCTEPETBO), ABAseTCA oduuMans-
HbIM JOKYMEHTOM.

Nonutuka paspaboraHa 8 COOTBETCTBUM C L@NAMM, 3aga4yamu 1 NpUHUUNamn obecnevenna beso-
NacHOCTU NMEePCOHaNbHBLIX AAHHbIX WU3N0MKeHHbIX B MMonokeHun uHbopmaunoHHoi BesonacHoctn UCTMH
MuHucrepcTBa.

Moautnka paspabotana 8 cootseTcTBMM ¢ TpebosaHuamu PengepanbHOro 3akoHa ot 27 wioaa 2006
r. Ne 152-03 «O nepcoHanbHbIX AaHHbBIX» U NocTaHOBAeHUA MpasuTenscTBa Poccuiickon ®epepaumm ot 11
Hoabpa 2007 r. Ne 781 «06 yteep:kaeHnun Monoxkenua ob obecneweHnn Be30NACHOCTH REPCOHAAbHBLIX
AaHHbIX Npn ux obpaboTre B8 MHDOPMAUMOHHDBIX CUCTEMAX NEePCOHANBbHBLIX AaHHbIX», Ha OCHOBAHUK:

- «Pekomengaunii no obecneveHnio 6e30NACHOCTM NEPCOHANBHBIX AaHHbLIX NpU ux o6paboTke B
UHGOPMAUMOHHbIX CUCTEMAX NEPCOHANbLHBLIX AAHHBLIX», YTBepPHAEHHbIX 3amecTutenem agupextopa ©CTIK
Poccun o1 15.02.2008 r.,

- «Tunosbix TpeboBaHWil NO OpraHM3auMmn U 0BecneveHnIo GYHKUMOHNPOBaHUA WN(POBAIbHBLIX
(KpunTorpaduUuecknx) cpeacTs, NpeaHasHaveHHbIX AN 3aumTtel MHGOPMaL MK, He coaepKauiein ceeaeHUn,
COCTaBNAIOWMX TOCYAAPCTBEHHYIO TallHy B C/y4ae M3 MCNONb30BaHnA Ana obecneveHnn BesonacHoctu
NePCoHaNbHBLIX AAHHbLIX NpPW UX 0OpaboTke B MHPOPMALMOHHBIX CUCTEMAX NMEPCOHAAbHLIX AAHHLIX», YT-
sepxAeHHbIX pykosoacTeom 8 Lentpa ®CB Poccnn 21.02.2008 r. Ne 149/6/6-662.

B Nonutuke onpegenenepl Tpebosanua Kk nepconany UCINJH, cteneHb OTBETCTBEHHOCTH NEPCOHaNa,
CTPYKTYpa 1 HeoBX0AMMBIt YPOBEHb 3aWMULEHHOCTH, CTAaTYC U BOMKHOCTHbIE 06A3aHHOCTU COTPYAHUKOB,

OTBETCTBEHHbIX 3a obecneverne Ge30NacHOCTU NEPCOHANBHBLIX AaHHbIX B UCNAH MuducTepcTea.



1.06wwue nonoxeHna

Lenwto Hactoawel MoanTukK, anaetca obecnedenue HesonacHocTh o6bEKTOB 3aWMThl MUHK-
CTEPCTBA OT BCEX BUAOB Yrpo3, BHEWHUX M BHYTREHHUX, YMBIW/EHHBIX U HENpegHamMmepeHHbIX, MUHUMMK3a-
uMa ywepba oT BO3IMOKHON peanndauuu yrpo3 besonacHoctu NAH (YBENAH).

bBe3onacHOCTb NepcoHaNbHbIX AaHHbIX JOCTUFAETCA NYTEM MCKAKOMEHMA HECAHKUMOHUPOBAHHOrO, B
TOM YUCNE CAYYANHOro, AOCTYNa K NEPCOHaAbHbIM AaHHBIM, PE3YALTATOM KOTOPOFO MOXET CTaTh YHUYTO-
EHUE, uameHeHne, BNOKMPOBAHWUE, KOMMPOBAHME, PacNpoOCTPaHEHWE MNepCcOHasbHbIX AAHHLIX, a TaKXe
MHbIX HECAHKUWOHMPOBAHHDbIX AENCTBMIA.

UHdopmaumna n cBA3aHHbIE C HEH PECYPCbl AONKHBI B6ITh AOCTYNHBI A4N1A aBTOPM3OBAHHbLIX NOAL30-
BaTeneii. JLonxHo OCYWeCcTBAATLCA CBOEBpeMeHHOe oBHapyReHue 1 pearuposarue Ha YBIAH.

JOMKHO OCYWeCTBAATLCA NPEAOTBPALEHUe NPeAHAaMEPEHHbIX WAW CAYYaWHbIX, YacTUYHBIX VAW
NONHbIX HECAHKLIMOHNPOBaHHbIX MoaudUKaLWIA MK YHUITOXEHWA AaHHbIX.

CoctaB 0BBLEKTOB 3alUMTbl NpeacTasaeH B [lepeyHe NEPCOHaNbHBIX AGHHBIX, NOA/EKALLNX 3auuTe.

Coctas UCNAH nognexawmx 3awmTe, npeacrasnaeH 8 OtTyere 0 pesyabTatax NpoBeaeHUA BHYTPeH-

HEW NPOBepKU.



2.06nactb gencTsus

TpebosaHua Hactoawei MOAUTUKKM PACHPOCTPAHAIOTCA HA BCEX COTPYAHWKOB MUHMCTEpPCTBa
(WTaTHBIX, BpEMEHHbIX, PAaboTaloWMX MO KOHTPAKTY M T.N.}, @ TaKKe BCex npounx Auy (Nnoapagunkm, ayau-

TOpbLI M T.N.).
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3.Cucrtema 3alUMTbl NePCOHANbHbIX faHHbIX

Cucrtema 3awnTel nepcoHanbHbix gaHrbIX (C3MNH), cTPOUTEA Ha OCHOBAHMW:

- OTyera o0 pesynbTatax NPOBEASHUA BHYTPEHHEN NPOBEpPKM;

- NepeyHA NnepcoHanbHbIX AAHHBIX, NOAJEKAWMX 3aNTE;

- AkTa Knaccmd)mcau,mu MHd)OPMaLI'MOHHOﬁ cUcTemMbl NEPCOHAaNbHBIX A3aHHBIX;

- Mogenu yrpo3 6e30nacHOCTV NEPCOHANbHBIX AAHHDIX;

- MonoxeHnn o pasrpaHUYEHUM NPaB A0CTYNa K 06pabaTbiBaemblm NEPCOHaNbHBIM AaHHbIM;

- Pyrosogawmx aokymeHtos @CTIK n ©CE Poccun.

Ha oCHOBaHWM 3TUX AOKYMEHTOB ONpeaenfeTca HeobxoaMmblil yPOBEHDL 3aWMWLEHHOCTU MAH Kax-
Aok ICNAH MuHKcTepcTBa. Ha ocHOBaHWKM aHanuW3a akTyanbHbIX yrpo3 6esonacHoctt MAH onUcaHHOo B
Mogenu yrpos n OTyeta o pesyncTaTax NPoOBeAEeHNA BHYTPEHHEN NPOBEPKE, 4eNaeTCA 3aKN0YeHne O He-
06X04MMOCTU UCNONB30BAHUA TEXHUYECKUX CPEACTE U OPraHMU3aLUOHHBIX MEPONPUATUI anA obecnedyeHuna
6eszonacHoct NAH. BoibpaHHble HEOBXOAMMBIE MEPONPUATUA OTparkawTcA B MnaHe meponpuaTUA NO
obecnevenuio 3awmThl NAH.

Ana UCNAH gonkeH BbITe COCTAaBAEH CNUCOK UCMOMb3YEMbIX TEXHUYECKUX CPEACTB 3allUTbl, a TakK
we nporpammuoro obecnedeHua yydacTeytowero 8 obpaboTtke NAH, Ha ecex anemenTax NCILH:

- APM nonb3osaTtenei;

- Cepsepa NpUAOKEHWNIA;

- C¥BA;

- panvua NBC;

- KaHanos nepeaaun B ceT oBWEro NOAL30BAHUA U (MNK) MeKAYHAPOAHOTO 0OMEHA, ECAM MO HUM
nepegatotca MNAx.

B 3aBMCMMOCTM OT ypoBHA 3awmwernHocT UCIAH 1 akTyaneHeix yrpos, C3MNAH mMoKeT BKAKYaTL
chegytowme TeXHUYEeCKMe CpeacTea;

- aHTUBMPYCHbIE CPeacTBa ANns pabodYmx CTaHUMIl NONL30OBATENEN Y CEepBEPOB;

- CPEACTBa MEMKCETEBOIC IKPAHUPOBAHKA,

- CpeacTsa KpunTorpaduyeckol sawmTbl MHGOPMaLUK, NPU Nepeaye 3atnwaemon MHGopMaunm
No KaHanam CBA3M.

Tak e B CIMCOK AOAXHbI BbITh BKAOUYEHb! PYHRUMN 3aWmnTel, 0fecneuneaemsble WTATHbIMKW CPEeACT-
samu 06paboTkn NOH onepayoHHbiMK cucTemamm (OC), npuknagHeim MO 1 cneunanbHbIMKU KOMNAEKCa-

MM, peanu3yowmMmm cpeacTBa 3awmTsl. CNUMCOK GYHKUMIA 3alUTEI MOXKET BKAOYATL:
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- ynpaBAeHUe U pasrpaHuyeHne AocTyna Noab3oBaTenen;

- PerucTpauuio U yyeT AeUCTBUIA € UHPOPMAaLUEN;

- obecneunBaTbh LENOCTHOCTD SaHHbIX;

- NPOU3BOANTL OBHAPYKEHUIA BTOPIKEHWHA.

CNUCOK MCNoAB3YEMBIX TEXHUUECKHUX CPeacTB oTpaaeTcsa B MNaaHe meponpusaTtnii no obecnevexuto
3aWyThl NEPCOHANbHBIX AaHHbIX. CNUCOK MCNOAB3YEMBIX CPEACTE A0MKEH NCALEPHKMBATLCA B aKTYaAbHOM
COCTOAHUM. flpU M3MEHEHUU COCTaBA TEXHUYECKWUX CPEeSCTB 3awmuTel wan anemenToB UCTAH, COOTBETCT-
BYOWME U3MEHEHUA A0/KHbI BbITh BHECEHbI B CNUCOK 1 yTBEpXKAEHbI pyKoBoaguTanem MUHUCTENCTBA UAK

JIMLOM, OTBETCTBEHHbIM 33 obecneveHne 2awmtel NMAH.

12



4. TpeboBaHua Kk nogcuctemam C3MNH

C3NJH BrmovaeT B ceba crneayolme nogcucTemi:

yApaBAeHWUA JOCTYNOM, PErucTPalMM U yuera;

obecneyeHna L4eNoCTHOCTH M A0CTYNMHOCTH;

aHTUBYPYCHOM 3aLLKTbI;

MCMCCTEBOMo 3KpaHMpPOBAHWUA,

dHANM33a 3aWMHLLEHHOCTH;

OBHApYKEHNA BTOPKEHNIA;

Kpunrorpadpuueckoin 3almrhl.
Noacuctembl C3MAH MmetOT pa3nnyHbIi GYHKUMOHAN B 3aBMCMMOCTU OT Knacca MCNAH, onpeae-
NEHHOTO B AKTe Knaccu@puKaurm MHGOPMALMOHHOR CUCTEMBI NEPCOHBALHBIX AaHHbIX, CNMCOK COOTBETCT-

Bua GyHRUMKA nogcnctem C3MNAR Knaccy 3allMLEeHHOCTH NpeacTaBneH B [PUACKEHUMN.

MoacucTemsl yNpasaeHWA AOCTYNOM, PericTpaymum u yueTa

MoacucTema ynpaeaeHnsa 4OCTYNOM, perucrpaumMmu 1 yyeTa npegHasHadeHa ana peanusauuu cie-
AYIOLWNAX QYHKUWHA:

- UAEHTUOMKALWK U NPOBepKa NOANMHHOCTU Cy6beKToB aocTyna npu Bxoae 8 UCNAOH;

- uAeHTUOMKAUMKM TEPMUHANDB, y3/108 CETU, KaHAN0B CBA3M, BHEWHUX YCTPOWCTB MO AOTUHECKMM
UMEeHaM;

- naeHTUKUKAUMKU NPOrpamm, TOMOB, KaTanoros, Gaintos, 3anuced, NoAeN 3anNUcei No MMeHam;

- peructpauun Bxoaa (Boixoaa) cybbeKkToB A0CTYNa B cUcTeMY (M3 cucTemnl), canbo pernctpaums 3a-
rpysky W MHULMaNV3auuu onepauMoHHON CUCTEMBI U €€ OCTAHOBA.

- PerucTpauuu NoNbITOK AO0CTyNa NPorpaMmmHbIX cpeacTs (nporpamm, NPOLECCOB, 3aAay, 3a4aHuii}
K 3awmnwaembim Gpaidnam;

- PerncTpauMM nonbITOK A0CTYNa NPOrpammHbBIX CPeAcTs K TepmuHanam, KaHanam CBA3W, Npo-
rpammam, ToMam, katanoram, painam, 3anncam, NONAM 3anuceit.

Mogcucrema yNpaBAEHUMA AOCTYNOM MOMXKeT BbITe peann3osaHa ¢ NOMOLLbID WTATHLIX cpeacTs ob-
pabotku NAH (ONepauMoHHbIX CUCTEM, NpUAoKeHUA M CYBA). Tak e moKeT ObiTb BHEAPEHO CNeunaib-
HOe TexXHMYeCKoe cpeacTBO MAM UX KOMMAEKC OCYWECTBARIOWMNE LONOAHUTEAbHBIE MEPRbI N0 ayTEHTUDK-

Kauumn W KOHTPOMD. Hanpumep, npumMmeHeHne eAuHbIX XPaHUAWULL, yYeTHbIX 3anuceit noab3oeaTenei U pe-
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FUCTPAUUOHHON MHGOPMaUMM, NCNOAL3OBaHNUE BUOMETPNYECKNUX U TeXHUYECKUX (C MOMOLLBIO 3/M1EKTPOH-

HbiX MPONYCKOB) Mmep ayTeHTMPUKaUMM N Apyrux.

MNoacuctema obecneyeHma UEAOCTHOCTH M AOCTYNHOCTY
Noacuctema obecneveHna UENOCTHOCTH W AOCTYNHOCTU NpeaHasHavyeHa ana obecneueHus Lenoct-
HOCTU n gocTynHOCTU MN[H, nporpammHbix M annapatHbix cpencrs UCNAH  MuHucTepcTBa, a TaK ke
CPeAcTs 3aWmThbl, NPU CAYYARHOW UAN HamepeHHONW MmoauduKaumuu.
MNogcncrema peannsyeTca C NOMOLLBID OpraHM3auWy pe3epsHOro KonuposaHua obpabatoiBaembix

AAaHHBIX, @ TaK e pe3epBupoBaHnem KntoHesbix anementos NCINAH.

MoacucTema aHTUBMPYCHOW 3aLLMThI

Noacuctema aHTMBUPYCHOW 3aluThbl NpefdHa3HadeHa Ana obecnevyeHuA aHTUBUPYCHOWM 3aWMTbl
cepsepos U APM nonb3osatenei MCNAH MuHuctepcrsa.

CpeAcTBa aHTUBURYCHOMW 3aLMThl NPeAHA3HaYeHbl JAA Peann3aunu caepyowmnx GyHKumi:

- pe3angeHTHbIM aHTMBUPYCHbBIN MOHUTOPUHT;

- aHTUBUPYCHOE CKAaHUPOBaHWe;

- CKpUNT-0/10KMPOBaHKE;

- UEeHTPanU30BaHHYI0/YAaNeHHYIO YCTAHOBKY/AEUHCTANNALMIO aHTUBUPYCHOTO NPOAYKTa, HACTPO-
KY, afAMUHUCTPUPOBAHME, NPOCMOTP OTYETOB U CTaTUCTUYECKOW UHPopmayuu no paboTe NPoAYKTa;

- aBTOMAaTM3UpPOBaHHOE OBHOBNEHWE BHTUBMPYCHBIX Ba3s;

- OrpaHuy¥enue NpaB NO/b30BATENA Ha OCTAHOBKY UCMOAHAEMbBIX 33434 Y UBMEHEHWA HacTPOeK aH-
TUBUPYCHOTO NPOrpammHoro obecneveHus;

- aBTOMaTMYECKUIA 3aNYCK cpa3y nocse 3arpy3kn onepauuoHHON CUCTEMDI.

MoAcucTemMa peanu3yeTca NyTem BHEAPEHUA CMEUManbHOMo aHTUBUPYCHOTO NPorpammHoro obec-

nevyeHnnA Ha Bce anemeHTbl MCNAOH.

NoacucTema MEeXCETEBOTC SKPAHMPOBAHUA

NoacucTeMa MEKCETEBOTO 3KPaHUPOBAHWUA NPeAHa3HayeHa A/A peannsauum cnedyroumx QyHk-

uni

- ¢punbTpauMN OTKPLITOrO W 3awmbpoBaHHOTC (3akpuiToro) IP-TpadguKka No cneaywWVM napamet-
pam;

- PUKCAUMN BO BHYTPEHHWMX ypHanax MHOOPMALMM O NPOXOAALLEM OTKPLITOM W 3aKpbiTom |P-
Tpaduke;
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- NAEHTUPUKALMM U ayTEHTUPMKALMIO AZMUHNCTPATOPA MEMKCETEBOTO 3KPaHa NPU ero NOKaNbHbBIX
3anpocax Ha gocTyn;

- pernctpaumn Bxoaa (Bbixoaa) agMUHNCTRATOPa MEKCETEBOTO 3KpaHa B cucTemy (M3 cucTembl)
nnbo 3arpPpy3km U MHUUHUANN3 ALK CUCTEMBI U ee nporpamMmmHOro oCTaHoB4;

- KOHTPOAA LieAOCTHOCTU CBOe NPOrpaMmHai U MHGOPMAUUOHHOM YacTy;

- GMNbTPaUUK NaKeToB CAYKEeBHbLIX NPOTOKONOS, CAYIKALWMX ANA ANAarHOCTUKK U ynpaBneHuna pabo-
TOW CEeTeBbIX YCTPOWCTB;

- GUNBLTPALKMM C YYETOM BXOAHOIO W BbIXOAHOIO CETeBOro MHTepdeica Kak CPeacTBo NpPOBepKU
NOAJNHHOCTU CETEBLIX a4pPecos;

- PErMCTPaLMKM M Y4YeTa 3anpPaliMBaemMbIX CEPBUCOB NPUKNAAHOIo YPOBHS;

- 6GNOKMPOBaHMA AOCTYNA HEUASHTUGUUUPOBAHHOIO 0bbekTa unun cybbvexTa, NOAAMHHOCTD KOTOPO-
ro npu ayteHTUPUKaLMm He NOATBEPAMAACE, METOAaMMU, YCTOMUMBLIMU K Nepexsary;

- KOHTPO/IA 33 CeTEBOW aKTUBHOCTLIO NPUIOKEHNI U 0BHaPYKEHUS CETEBbIX aTakK.

Noacuctema peanusyerca BHegpeHWem NPOrpaMmmHO-annNapaTHbIX KOMMAEKCOB MEKCETEBOro 3K-

PaHUPOBaHWA Ha rpaduue JICB, knaccom He Huxe 4.

NMoacncrema aHanusa 3alMILEHHOCTH

Moacncrema aHanu3a 3aWMILEHHOCTM, A0AXKHAa obecneunBaTh BbIABNEHUA YASBUMOCTEN, CBA3AH-
HbiX € owmnbkamn B Kondurypaumum NO UCNAOH, KoTOpbie MOTyT ObiThb MCNOABL30BaHLI HapywWTeNEemM ANnA
peanu3auumn aTakn Ha CUCTEMY.

d)yHKLI,MOHaﬂ ROACUCTEMbBI MOMET 6biTe peann3oBad NporpaMmmHbiMi ¥ NPpOrpaMmHO-annaparHbimMu

cpeacrsamm.

Moacuctema obHapyKeHUA BTOPHEHWH

Noacncrema OBHAPY}KEHUA BTOPKEHUIH, DOMKHa obecneunsaTb BbIABNEHNE CETEBbIX aTak Ha ane-
meHTbl UCTAH NoaKkAtoueHHble K ceTam 06Lero nons3osaHna 1 (Uau) mexayHapogHoro obmena.

CDVHKLI,VIOHEUI noaAcUcTembl MOXKeT 6bITb peann3oBaH NPOrpammMHbIMKM U NPOrPpaMmMHO-annNapaTHbIMHA

cpeacTsamm.
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Noacuctema KpUNTorpadUYecKon 3auThi
Moagcucrema KpunTorpadu4eckoi 3awuTel NpegHasHadeHa ana ucknodenuna HCA K 3awmwaemon
nHpopmauun 8 MCNAH MuUHUCTEPCTBA, NPKU ee NepeAaun No KaHanam CBA3K ceTell obWero Nnonb30BaHUA 1
{nnu) mexayHapoaHoro abmena.

Nogcucrema Peann3yeTca BHEADEHNA KpI/II'ITOI'pad)M"IECKVIX NPOrpamMmmHO-annNapaTHbIX KOMNAEKCOB,

16



5.Monb3oeatenn UCNAH

B MNoauTtnke nHpopmaunoHHON Be30NacHoCTU onpesenersbl OCHOBHbLIE KATErOpUK NoAbL30BaTeNeN.
Ha ocHOBaHWKM 3TUX KaTeropuu aom#Ha BbiTb NpousBeseHa TUNM3auma nonb3osaTtenei UCMN, onpeae-
/IEH UX YPOBEHb A40CTYNa U BOSMOMXHOCTH.

B UCNAH MuHUCTepCcTBa MOMHO BbIAEAUTE CASAYIOWME TPYINLI NONb30BATENCH, YUACTBYIOWINX B
obpaboTke 1 xpaHeHuu NAK:

- AamuHuctpatopa VCIMAw;

- AaMmunucTpaTopa 6esonacHocTu;

- Onepartopa APM;

- AAMHUHKCTpaTOPa ceTw;

- TexHuueckoro cneumanncta no obcnyunsaHuio nepndepnitHoro obopyaoBaHus;

- NporpammucT-paspabotumx UCNAH.

[aHHble O rpynnax nonb30BaTensax, ypoBHE UX AOCTYNA M MHOOPMUPOBAHHOCTH A0MKeH BbiTb OT-

paeH B MonoxeHve 0 pasrpaHUYeHnn npas foctyna Kk obpabaTteiBaembiM NEPCOHANBHBIM AAHHbIM.

Aamuuuncrparop UCMAOH

Agmunnctpatop MCNAH, coTpyaHuK MUHUCTepCTBa, OTBETCTBEHHbLIM 3@ HAaCTPONKY, BHeApPEHUE U
conposoxaerne UCNAH. ObecneynBaeT pyHKUMDHMPOBaHUE NOACUCTEMBI YNpaBaeHua aoctynom UCTNQH
M YNOAHOMOMEH OCYWEeCTBAATL NPefoCcTaBAeHUe U pa3rpaHUYeHUe AOCTyNa KOHeYHOro noib30Bartend
{Oneparopa APM) K anemeHTam XpaHALLMM NePCOHANLHBIC AaHHbIe,

Apmunnctpatop MCNOH obnapaeT cneayolWwmm ypoBHEM AOCTYNA 1 3HAHWIA:

- obnagaet nonHol uHPoOpMaLMeld O CUCTEMHOM M NPUKNAAHOM NporpammHom obecneueHunn
Ucnam;

- obnapaeT nonHol MHopmaumeil 0 TEXHUYECKNX CpeacTBax v Kougurypauun NCMNOH;

- UMeeT A0CTYN KO BCEeM TEXHUYECKMM cpeacTBam 00paboTku nHgopmauumn u gavHeim UCTAH;

- o6napaeT npaBamu KOHPUIypuMpoOBaHWA U aAMUHUCTPATUBHOW HACTPOMKU TEXHUYECKMUX CPEACTB

UCMAax.

ApmunucrpaTtop 6esonacHoctu
AamuHucTpaTop 6e30MnacHOCTH, COTPYAHMK MUHUCTePCTEa, OTBETCTBEHHbIA 38  QYHKUMOHMPOBa-
Hue C3NJH, BrAouan 0BCayKMBAHWE M HACTPOWKY aAMMHUCTPAaTUBHOMN, CEPBEPHON U KNIMEHTCKOW KOMNO-
HEeHT.

AgmurucTparop 6esonacHocTu 0bnajaeT ceayoLMm YPOBHEM AOCTYNE U 3HAHMIA:
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- obnapaer npaBamn Aamunuctparopa UCNAwm;

- obnagaet noaHoM uHpopmaumeit 06 NCMNIH;

- MMEET A0CTYN K CpeacTeam 3almTbl mnd)opmau,mm U NPOTOKONMPOBaHWMA W K 4acTH KAKOYEBbIX 2ne-
medToe UCMAOKH;

- He UMeeT NpPaBs A0CTYNA K KOHPUIYPUPOBAHUIO TEXHUYECKUX CPeACTE CETU 33 UCKNIOUSHUEM KOH-
TPOJIbHBIX (MHCNEKUMOHHDBIX).

AamuHncTpaTop 6e30nacHOCTU YNONHOMOYEH:

- peann30BbIBaTE NOAUTUKKM 0E30NaCHOCTU B YacTh HAcTPolikn CK3W, meKCeTeBbIX 3KPAHOB M CUC-
Tem oBHapyXeHUa aTak, B COOTBETCTBUM C KOTOPLIMU Noab3oeatens {Onepatop APM) noayyaer BO3MOXK-
HOCTb paboTaTth ¢ anemeHtamu UCINAH;

- OCYyWIeCTBAATL ayaNUT CPpEACTB 3alunThl,

OnepaTtop APM

Onepatop APM, coTpyaHuK MuHKUCTepCTBa, ocylecTeaaowmii obpabotky NAH. Obpabotka NAH
BKNIOYaET: BO3MOKHOCTL npocmoTpa MNAH, pyyHoii Beoa NAH B cuctemy MCNAH, dopmupoBaHne CnpaBoK
M OT4ETOB NO MHPOPMaLMK, NoAydeHHOW uz UCNA. Onepatop He UMeeT NOJAHOMOUYMIA ANA YRPABAEHUA
noacuctemamu gbpaboTkm gaHHbix n CINAH.

Onepatop UCN/ux o6naaaeT cneayowmm ypoBHEM AOCTYNA U 3HAHWIA:

- o6napaer Bcemu HeobxoaumbiMKu aTpubytamu (Hanpumep, naponem), obecneunBarWMMK A0C-
TYN K HEKOTOpOoMY NogmHoXecTBY MAH;

- pacnonaraeT KOH(bM,[lEHLI,VIaJ‘IbeIMIA A3HHbIMW, K KOTOPbIM MMEEeT O0CTyn.

AQMUHUCTPATOP CETHU
AAMMHNCTPATOP CeTH, COTPYAHUK MUHUCTEPCTBA, OTBETCTBEHHbIM 33 (QYHKUMOHMPOBaHWe Tene-
KOMMYHUKaUMOHHOW noacuctembl NCTAH. AGMUHUCTPATOP CETU HEe umeeT NOAHOMOYHUIA ANA YNPaBNEHNA
noacucremamm o6paboTku AaHHLIX M Be3onacHoCcTH.
AamMurucTpaTop cetv 06n1aaaeT CNeayiowMm ypoBHEM AOCTYNA U 3HaHWIA:
- 06n1apaeT YacTblo MHGOPMaUMKM O CUCTEMHOM M MPUKNagHOM nporpammHom obecneueHun
UCNAax;

- o6bnagaer yacTuio UHPOPMaALUKM O TEXHUHYECKUX cpeacTeax u koHdvrypaunu UCNAN;

18



~ UMeeT PU3NYECKUIA JOCTYN K TEXHUYECKUM CpeacTBam 06paboTky uHPOpMaunm 1 cpeacTsam 3a-
WMTh;

- 3HaeT, N0 MeHbLLWeR Mepe, OAHO feranbHoe MMS A0CTYNa.

TexHUueckui cneuunannct no obcayxusamnio nepudepunitnoro obopyaosaHua

TexHU4ecKMid cneunanucT No oBCAYKUBaHMIO, COTPYAHUK MUHUCTEPCTBA, OCYILeCTBAAET 0BCAYKHU-
BaHWe W HACTPOIKY nepudepuitHoro obopynoraHna MCNAH. TexHUYeCKUA CNeLManicT No obcnyUBaHUIO
He umeeT goctyna K NJH, He nmeeT NOAHOMOMMIA ANA ynpaBaeHWAa nogcuctemamm obpaboTru AaHHBIX 1

besonacHoCTH.

TexHuyecknii cneymanncT no obcnyxusaHuio obnagaer cnegylwmnm yposHem A0CTyNna U 3HAHWA:

- obnagaeT 4acTblo MHPOPMaUUKU O CUCTEMHOM M MPUKAIZHOM nporpammHom obecnevennu
ncnam;

- obnapaeT YacTbio MHPOPMALUN O TEXHWUYECKMX CPpeacTBax M KoHdurypaumun NCNOH;

- 3HaeT, N0 MeHbluer Mepe, 04HO NerafbHOe UMA JOCTYNa.

Mporpammuct-paspaborunk NCAAH

MporpammMcTbIi-pazpaboTunKN (NOCTABILMKKW) NPUKNBLHOIO NporpammHoro obecnedenmns, obec-
NeynBaloLMe ero CoONPoBOXAeHUE Ha 3awMWaemom obbekTe. K 4aHHOW rpynne moryT OTHOCUTBLECA Kak
COTPYAHWKM MUHUCTEPCTBA, TaK M COTPYAHUKN CTOPOHHUX OPraHn3auni.

Nnuo 3Tol Kateropum:
- obnagaeT nHpopmaumeir 06 anroputmax v nporpammax 0bpaboTkn nHdopmaunm Ha NCMNAOH;

- 06nagaeT BO3MOKHOCTAMKM BHECEHMA OLWNBOK, HeACKNAPUPOBAHHLIX BOIMOKHOCTEN, NpOrpamm-
HbIX 3aKN3A0K, BPeAOHOCHLIX NPOFpamm B nporpammuoce obecneuernne UCTH Ha cTaguu ee pa3paboTkuy,
BHEAPEHUA U CONPOBOKAECHNA;

- MOXeT pacnonarats nwbbimu bparmeHTamu nHpopmaumnm o Tononornn UCMNAH U TeXHUYECKNX

cpepcTeax 0b6paboTku v 3awmTel NAH, obpabaTteiBaemelx 8 UCMAH.
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6.Tpebosannsa k nepcoHany no obecnevyeHno zawutsl NAH

Bce cotpyaHmkn MuHUcTepCTBa, ABNAIOWMECA nonb3oBaTenamm MCINOH, AONMHBI YETKO 3HATL W
CTROrO BbINO/IHATL YCTAHOB/AEHHbIE Nnpasuaa u obaA3aHHOCTH NO AOCTYNY K 3awmilaemelm obbektam U co-
bmoaeHnio npuHATOrO peskuma besonacHoctu MNAH.

Mpu BCTYNNEHUK B AOMKHOCTE HOBOMQ COTPYAHWKA HENoCpeaCcTBeHHbI HadafibHUK nogpasaene-
HuA, B KOTOpPOE OH NoctynaeT, 06A3aH OpraHU30BaTh ero 03HAKOMAEHUE C AO/IKHOCTHON UHCTPYKUMER 1
HEOBXOAMMbIMU AOKYMEHTAMM, pernameHTupylowmmmn TpebosaHmna no sawute MAH, a Takke obydeHne
HaBblKam BbINOAHEHWA Npoueayp, HeobxoAUMbIX ONA CAHKUMOHWUPOBAHHOIO ncnonbiosaHua UCMNOH.

CoTpyAaHUK foMKeH ObiTb 03HAKOMAEH CO CBEAEHNAMM HACTOAWLENH MOANTUKY, NPUHATLIX Npoueayp
paboTbl ¢ anemerTamum MCNAH v C3MNAH.

CoTpyaHukn NMUWHUCTEPCTBA, UCAOAL3YIOILUME TeXHUYECKWe CpeacTBa ayTeHTUDMKauUK, AOJKHbI
obecneuynBaTh COXPAHHOCTL UACHTUHUKATOPOR (3NIEKTPOHHDBIX KNoven) » He aonyckate HC K HUM, a Tak
e BO3MOMHOCTb UX YTEPU UAU UCNONL3OBAHKUA TPETbMMK AuLamn. [oAb30BaTENU HECYT NEPCOHANBHYID
OTBETCTBEHHOCTb 33 COXPAHHOCTL MAEHTUPUKATOPOS.

CoTpyaHnkn MuHWCTEpPCTBa A0NXHLI CNeAOBaATL YCTaHOBAEHHbLIM Npoueaypam Noaaep:HaHmMa pe-
wuma HBesonacnoctn NMAH npu Beibope W MCNONL20BaHUKN NApOoAei {ecnn He UCNOABL3YIOTCA TeXHUHecKne
cpegncTea ayTeHTUdUuKauun).

CoTpyaHMkn MUWHUCTEPCTEa A0MKHbI obecneunsaTh HagneXalylo 33Ty 060pyaA0BaHWA, OCTaBs-
naemoro 6e3 NpUcMoTpa, 0coBEeHHO B TeX CAYYanX, KOTAa B NOMEWEHMe MMEIOT A0CTYN NOCTOPOHHWE NN-
ua. Bce nonp3osatenu A40/KHbI 3HaTh TpebosaHua no 6ezonacHocTn FH 1 Nnpoueaypet 3awmuTel 0bopyao-
BaHWA, OCTAaBNEHHOro Ge3 NpUCMOoTpPa, a Takxe cBou obasaHHocTk No obecneveHUIo TaKOM 3aLUTbI.

CoTpyaHWKam 3anpelaeTca yCTaHaBAMBaTh NOCTOPOHHEE fporpammHoe obecneveHue, NoAKAIo-
4aTb AMUHbIe MOBUABHBIE YCTPOWCTBA M HOCUTEAN MHPOPMALMM, a TaK e 3anUcbiBaTh Ha HUX 3aliuwiae-
My UHDOPMaLUIO.

CoTpyaHUKaM 3anpew,aeTea pasriawarh 3almwaemyto MHGopmaumio, KOTopaa CTana uM U3BECTHA
npu pabore ¢ uHPOpMaALUOHHBIMKW CUCTEMAMU MUHKUCTEPCTBA, TRETHUM ANLLAM.

Npu pabote ¢ NH 8 UCNAH coTpyaHukn Munnctepcrsa obasaHbl obecneunTs OTCYTCTBUE BO3-
MOHHOCTH npocmoTpa MAH TpeTbUMM AMUamn ¢ MoHUTOROB APM nan TepmumHanoe.

Mpwu 3asepwennn pabotbl ¢ UCMNAH coTpyaHUKK 0bA3aHbl 3awnTute APM nan TepMmuHantl ¢ noMmo-
LiblO BAOKMPOBKM KAKOYOM WM SKBMBA/NIEHTHOrO CPeACTBA KOHTPONA, HaNnpumep, ACCTYNoMm No Naposnio,
ecnun He ucnonb3yrTes bonee cuabHbIE CPEACTBA 3AWMUTHI.

CoTpyaHUKkKM MuHUCTEPCTBA A40MXHbE BbiTe NpouHdopMUposaHL! 06 yrpo3ax HapylleHUA pexuma

6e3zonacHocTn N/IH M OTBETCTBEHHOCTW 3a ero HapyweHnue. OHW AOMKHBI ObiTb O3HaKOMAEHbI C yTBep-
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MOAEHHOW GOPMaNbHON NPOLEAYPON HANOKEHUA ANCUMNAIMHAPHBIX B3bICKAHWUI HA COTPYAHUKOB, KOTOpbIe
HaPYWWAN NPUHATBIE NOANTUKY K Npoueaypbl He3onacHoctu NAH.

CoTpyaHuku obazader 6e2 npomegnennsa coobuate 0bo Beex HabNOAAEMBIX UKW NOAO3PUTEABHBIX
cnydanax paboTtol MCNAAR, morywux noeaevb 3a coboit yrpo3nl 6esonacHocTn MAOH, a Takxe O BbIABASHHbIX
umm cobbiTuax, 3aTparusarowmx 6esonacHocTb MNH, pyKOBOACTBY NOApasgeneHna n auuy, oTeeqaowemy

3a HeMeAnNeHHOoe pearMpoBaHme Ha yrposbl 6esonacHocTu MNAH.
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DonxkHocTHble 06A3aHHOCTUM noab3oBaTeneid UCNAH
JomKkHOCTHBIe 06Aa3aHHOCTK noab3osatenein UCNJAH onucaHb B CASAYIOWMX OKYMEHTAX:

- UWHeTpyKuuAa agmuHuctpaTtopa WCNAOH;

MHCTpYKUMA aamuHucTpaTopa 6esonacHoct MCNAH;

MHCcTpYKRUMA nonb3iosaTtens MCMNAH;

WHCTPYKUUA NONb3OBATENA NMPU BOZHUKHOBEHWMW BHELWITATHBLIX CUTYaLUN;
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OTBeTCTBeHHOCTb cotpyaHmnkoB UCNAH MuHncTepcrea

B cooTBeTcTBMM co cT. 24 PepepanbHoro 3akoHa Poccnitickoin Peaepaumnn ot 27 noaa 2006 r. Neo
152-®3 «O nepcoHanbHbIX JaHHbLIX» UMLE, BUHOBHbIE B HapyweHun TpeboBaHnit aaHHoro PeaepanbHoro
33KOHA, HECYT TPaMAaHCKYIO, YTONOBHYIO, aAMUHUCTPATUBHYIO, AUCLMNANHAPHYIO U MHYIO NPEeLYCMOTPEH-
HYI0 3aKoHo aTenbscToM Poccuiickon denepaupyn 0TBETCTBEHHOCTD.

Jdeicteyiouiee sakoWogaTensciso P@® noizsonser npeavasnate Tpebosanua no obecneqeHuio
besonacHolt paboTbl ¢ 3awMLaemoi MHGOPMaUKeit U NpeayCMaTpUBaeT OTBETCTBEHHOCTb 33 HapylUeHue
YCTaHOBAEHHBIX NPaBKAa 3KcnAayaTauuu IBM v cucrem, HenpaBomepHbii 40cTyn K uHdopmanum, ecam 3Tu
OENCTBUA NPUBEAN K YHUYTOKEHUID, BAOKMPOBaHMIO, mopgudukaummn nibopmaumm nam HapyweHuio pabo-
Tol 3BM unu ceTei (cTtaTemn 272,273 1 274 YK PO).

AgmuHuctpatop ACNAH M agmuHKcTpaTop 6@30NacHOCTM HECYT OTBETCTBEHHOCTb 3a BCe AEWCTBUA,
COBEpPLWEHHbIE OT UMEHW MX Y4ETHBLIX 3aNUCer UAN CUCTEMHBIX YYeTHbIX 3anuceil, ecAn He AoKasaH (pakT
HECAHKLMOHNPOBAHHOIO UCMONL30BAHUA YHETHbBIX 3anUCen.

Mpu HapyweHuax coTpygrnkamu MuHnctepcrsa — nonbiosareneir UCNJH NpaBua, CBA3aHHLIX C
besonacHocTbio MAH, OHM HecyT OTBETCTBEHHOCTb, YCTAHOBASHHYIO AEWUCTBYIOLMUM 3aKOHOAATE/NbCTEOM
Poccuitickoin Pegepauun,

NpuseneHHble Bbiwe TpeboBaHWA HOPMATUBHLIX QOKYMEHTOB NO 3awmTe uHpopMaumMn AOMKHbI
BbiTe OTpa)keHbl B [1oNoKeHUAX 0 nogpazaeneHnax MuHUCTepCTBa, ocywecTennaowmnx obpabotky MNAH 8
UCNOH 1 0MKHOCTHBIX MHCTPYKLUAX COTPYAHMKOB MUHUCTEPCTBA.

Heobxoaumo BHecTu B onoxeHUa o nogpasaeneHnax MuHUCTepCTBa, ocylecTenaowmx obpa-
BoTky NAH B UCNAH cBegeHua 06 OTBETCTBEHHOCTH MX PYKOBOAUTENEA W COTRYAHUKOB 33 Pasrnawexdve u
HECAHKUNOHUPOBaHHYI0 Moauduraumnio (uckamkerne, banbcudukaumio) NAH, a Takke 3a HeNpasomepHoe

BMEeLaTeNLCTEO B NPOLECChl UX aBTOMaTU3UPOBAHHOR 0BpaboTku.
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7.CnUcor NCNONB30BAaHHbLIX UCTOYHUKOB
OCHOBHbIMW HOPMATUBHO-NPABOBbLIMN U METOANHECKMMU AOKYMEHTAMM, Ha KOTOPbIX Bazupyer-
ca Hacroawee MonoxeHne ABNAKITCA!
®enepansHblii 3ak0H 0T 27.07.2006 1. N2 152-93 «O nepcoHanbHbIX gaHHbix» (aanee — ®3 «O nep-
COHanbHBIX AlaHHbIX»), YCTAHABAMBAIOLWNIA OCHOBHbIE NPUHUMNLI U ycnoBua obpabortku N[N, npasa, 06a-

3aHHOCTM U OTBETCTBEHHOCTL YY2CTHUKOB OTHOLWEHWH, CBA3aHHbIX ¢ 06paboTkoli MAH.

«MonokeHune 06 obecneyeHn HE3ONACHOCTM NEPCOHANLHBIX AAHHbLIX NPKU ux obpaboTke B MHPOP-
MALMOHHBIX CUCTEMEX NEPCOHANbHLIX AaHHbIX®, yTBepHaeHHoe [MocraHoBnennem lMpasButenbctea PO ot

17.11.2007 r. Ne 781.

«MNopagok npoeegeHna KnacCUPUKaumn UHOOPMALMOHHDIX CUCTEM MEPCOHANbHbBIX A@HHBIXY, yT-
BEPMAEHHBIN coBMeCTHbIM Mpukazom ®CT3K Poccuun Ne 55, ®CE Poccun Ne 86 1 MuHnHudopmceeasn PO Ne

20 01 13.02.2008 r.

«MNonoxeHmne 06 ocobeHHocTax 06pPaboTKM NepcoHanbrbiX AaHHBIX, ocyulecTensemon 6es ncnonb-
30BaHMA CPEACTB aBTOMATH3aUMN», yTBepKgeHHoe [ocTaHosneHnem MNpaeuTenbcrea PP ot 15.09.2008 r.

Me 687.

«TpeboBaHUA K MaTepUaibHBIM HOCUTENAM BUOMETPUUECKUX NEPCOHANbHBIX AAHHbIX U TEXHONOTA-
AM XPAHEHUA TaKUX AAHHbIX BHE MHGDOPMALMOHHbLIX CUCTEM NMEPCOHANbHbIX AaHHbIX», yTBepKAeHHbIe (10-

cTraHoBneHnem Mpaeutensctea PO ot 06.07.2008 r. Ne 512,

HopmaTuBHO-MeTOAMYECKHe OOKYMeHTbl PeaepanbHo CAyKbbl N0 TEXHUHECKOMY W IKCNEPTHOMY
KoHTpoo Poccuitckoit Pepepaunn (nanee - ®CTIK Poccuu) no obecneuenuto 6ezonacHocti MNOH npu ux

obpaboTtre 8 UCNAH:

PekomeHgauuu no obecnedeHuio He30NacHOCTU NEPCOHANMBHbLIX OdHHBLIX NPA KX 06p360TKe B UH-

$OPMaLMOHHBIX CUCTEMAX NEPCOHAABHBIX AaHHbIX, YTB. 3am. gupekTopa PCTIK Poccun 15.02.08 r. (ACN)

OCHOBHbIE MEpOTIPUATUA NO OPraHM3auMKM M TexHuuyeckomy obecneveHuio BesonacHOCTW nepco-
HaNbHLIX AaHHbIX, o6pabaTbiBaembix B UHOOPMALMOHHBIX CUCTEMAX MEPCOHANBHBIX AaHHbIX, YTB. 3aM. K-

pexTtopa ®CTIK Poccuu 15.02.08 r. (AACN)
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basosaa moaens yrpos 6e30NacHOCTH NEepPCOHaNbHbIX AaHHbIX Npkt X 0BpaboTke B MHPOPMaLUOH-

HbiX CUCTEMAX NEPCOHANLHBLIX AaHHbIX, YTB. 3am. anpekTtopa ®CT3K Poccum 15.02.08 r. (ACN)

MeToAWKa onpeaeneHnA aKTYanbHbIX Yrpo3 6e30NacHOCTY NePCOHaNbHBIX AaHHbIX Npu ux obpa-
0oTKe B MHPOPMALMOHHLIX CUCTeMAX NEpCOoHaNbHbIX AauHbIX, yTB. 3am. gupektopa OCTIK Poccuu

15.02.08 r. (ACN)



